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EMPLOYEE SPOTLIGHT

Year Started at Pantheon: 
2020
What is the best gift you’ve 
ever given? Why?
Time. Volunteer to help others 
in need during the holidays!
What is your favorite 
holiday movie?
Die Hard

What is your favorite Christmas/holiday tradition?
Cooking Thanksgiving Feast for the family. Most years 
this is for over 30 people. This Year we cooked for 24. 
Most of the Plates were delivered to family and friends 
that were not able to make it out this year.
Favorite memory working at Pantheon?
I started this year and so far my favorite memory is 
meeting and getting to know everyone here!

JEREMY TUTTLE: Technical Solutions Manager
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With more shopping occurring online this year, and with 
the holiday season upon us, the Cybersecurity and In-
frastructure Security Agency (CISA) reminds shoppers to 
remain vigilant. Be cautious of fraudulent sites spoofing 
reputable businesses, unsolicited emails purporting to be 
from charities, and unencrypted financial transactions.

HOW DO ATTACKERS TARGET ONLINE SHOPPERS?

• CREATING FRAUDULENT SITES AND EMAIL MESSAGES 
Unlike traditional shopping, where you know that a 
store is actually what it claims to be, attackers can 
create malicious websites or email messages that ap-
pear to be legitimate. They may misrepresent them-
selves as charities, especially after natural disasters 
or during holiday seasons. 

• INTERCEPTING INSECURE TRANSACTIONS   
If you do not use encryption, an attacker may be able 
to intercept your information as it is transmitted.

• TARGETING VULNERABLE COMPUTERS               
If you do not take steps to protect your computer 
from viruses or other malicious code, attackers may 
be able to gain access to your computer and all of 
the information on it. It is also important for vendors 
to protect their computers to prevent attackers from 
accessing customer databases.

DON’T FALL FOR HOLIDAY 
SHOPPING SCAMS!

Supporting local businesses is so important, 
especially due to COVID-19! Eating lunch is also 

quite necessary... so why not do both!? Fueling our 
bodies so we can better serve you in all we do!

HOW ARE YOU 
SUPPORTING 
YOUR LOCAL 
BUSINESSES 
AND SHOPS 

DURING THIS  
SEASON???
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JOVAN RAMOS:
Technical 

Success Liaison

To Our THREE New Employees!

DALE LOWE:
Network 

Technician

BRIAN MALONE:
Network 

Technician

WHAT’S NEW WITH PANTHEON?
HOW CAN YOU PROTECT YOURSELF?
• DO BUSINESS WITH REPUTABLE VENDORS 

Before providing any personal or financial infor-
mation, make sure that you are interacting with a 
reputable, established vendor. 

• ENSURE YOUR INFO IS BEING ENCRYPTED  
Many sites use secure sockets layer to encrypt 
information. Indications that your information will 
be encrypted include URL that begins with “https:” 
instead of “http:” and a padlock icon. 

• BE WARY OF EMAILS REQUESTING INFO  
Attackers may try to gather information by sending 
emails requesting that you confirm purchase or 
account information. Legitimate businesses won’t 
solicit this type of information through email. 

• USE A CREDIT CARD     
There are laws to limit your liability for fraudulent 
credit card charges, but you may not have the 
same level of protection for your debit cards. You 
can minimize potential damage by using a single, 
low-limit credit card to make all online purchases. 

• CHECK YOUR SHOPPING APP SETTINGS   
Look for apps that tell you what they do with your 
data and how they keep it secure. Keep in mind 
that there is no legal limit on your liability with 
money stored in a shopping app (or on a gift card). 

• CHECK YOUR STATEMENTS    
Keep a record of purchases and copies of confirma-
tion pages, and compare to your bank statements. 

• CHECK PRIVACY POLICIES      
Before providing personal or financial information, 
check the website’s privacy policy. 


