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THE MONTHLY MESSAGE

A SEASON OF GROWTH!

Running old software?
Good thing it’s time for
Spring Cleaning!
CyberNews: “95% of websites run on outdated
software with known vulnerabilities”
If you’ve been smashing that ‘Remind me tomorrow’ button
for months, it looks like you’re not the only one.
To put it very, very mildly.
Keeping your software up to date is the mother of all security basics.
Ask any security expert and they’ll tell you that running your website
on outdated tech is a pretty bad idea: unpatched security holes can
allow attackers to access or inject malware into your system – all
without making them work for it.
Unfortunately, it seems that the common-sense practice of keeping
software up to date is not that common, according to a new study
conducted by a group of researchers from the Institute for Internet
Security at the Westphalian University of Applied Sciences.
Over a period of 18 months, the researchers led by Nurullah Demir,
Tobias Urban and others, analyzed 246 client- and server-side software products used across more than 5.6 million websites.
They set off to understand how websites handled their software
updates by looking at the versions and release dates of the 246 software products used by the websites. The researchers then mapped
them against 147,312 known vulnerabilities from the National Vulnerability Database (NVD).
The study found that almost all websites use at least one outdated
software product, making them potentially susceptible to a host of
known vulnerabilities.

(Continued on Page 2)

A HUGE thank you to Century 21 Atwood Commercial
for all the help and for the warm welcome!
We are excited to continue our growth and to
operate out of this awesome space!

EMPLOYEE SPOTLIGHT
REYNA MONSON - Vice President
Year Started at Pantheon:
2010
Which springtime animal do
you most identify with?
I identify with Mother
Duck... because I cannot
keep my ducklings in row!
Have you ever pranked/been pranked on
April Fools Day? How?
A couple of years ago on April Fool’s Day, Brian Finn,
one of our Senior Technicians printed out his resume
on a Pantheon printer and left it there. He knew that I
would be the one to find it, he wanted me to think that
he was looking for another job. IT WORKED, he got me.
What is your ideal way to spend a rainy day?
Cuddled up with a good book and a blanket.
Favorite memory working at Pantheon?
When we went Axe throwing as a group!

We work to provide clients with the right tools and people to support their
Technology. From a growing business to a multi-site enterprise,
as your Managed IT Partner we are with youevery step of the way.
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“Overall, we found an exploitable vulnerability for 148 (60%)
of the analyzed software products,” state the researchers.
Shockingly, these vulnerable software products were used
by 95% of analyzed websites. Not only that, the researchers learned that the number of vulnerable websites is “only
increasing over time” as some of the websites keep
postponing updates, which only makes the number of
vulnerabilities accumulate.
Besides the fact that there’s a 95% chance of any website you
visit being vulnerable to attacks, here are some of the other
notable (read: horrifying) results of the study:
•
•
•
•

WHAT’S NEW WITH PANTHEON?
There's truly nothing like a
Friday-morning, Pantheon
Steak Breakfast!
THANK YOU to Jon and
Jill for cookin' up some
delicious steak, and to
Lush Cakes for the yummy
eggs, hashbrowns, fruit,
and pastries!

The average software product is about 48 months behind
the latest patch.
92% of websites are potentially vulnerable to cross-site
scripting (XSS) attacks.
On average, each analyzed software product had
8 vulnerabilities.
The average website is potentially affected by
29 vulnerabilities.

The cost of running old software
Granted, keeping a diverse ecosystem of complex technologies up to date – while ensuring that everything keeps functioning as a whole – is not as easy as it might sound. In many
cases, websites combine different, perpetually evolving technologies with different release cycles, which can make keeping an eye on each and every security update a real challenge.
However, if left unpatched, even a single vulnerable component can compromise the entire system. “Web applications
are commonly composed of different modules that rely on
each other to perform a given task. Hence, one vulnerability
in any of these modules might undermine the security of the
entire web app, depending on the severity of the vulnerability,” states the report.
While the findings of the report might seem rather grim, the
silver lining is that the solution to most of these problems is
quite simple, if not necessarily easy. Yes, keeping all of your
software up to date might be time-consuming. But with the
average cost of a cyberattack sitting at $2.6 million, it’s certainly worth it.

Josh Forbord
April 3rd!

New Employee Alert!
Grayson McCormick
Business
Technology Liaison

Amanda Ennis
IT Success Advisor
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